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Our Privacy Policy below describes in detail how CMTrading handles the collec-

tion, process management and protection of personal data of its existing and 

prospective clients.

At CMTrading we acknowledge that confidentiality and security of your personal 
data is of utmost importance to you hence we have developed specific policies 
and practices designed to safeguard your personal data as we are committed to 

protecting and respecting your personal data. This Privacy Policy describes what 

types of personal data we collect about you when you choose to use our services, 

how we will use your personal data, when and with whom we share it and how we 

will keep it safe. It also details your rights in respect of our processing of your 

personal information and how you may exercise them. Please take the time to 

read and understand this policy.

Additionally, CMTrading will monitor, audit and document internal compliance 

with data protection policies and applicable statutory data protection require-

ments, including local data protection legislation. We are constantly working 

towards enhancing data protection practices within CMtrading such as assign-

ment of responsibilities, raising awareness and training the staff involved in data 
processing operations.

This Privacy Policy is based on the privacy and data protection principles applica-

ble to the countries in which we operate. This Privacy Policy will be reviewed 

and/or amended from time to time to include any new obligations or arrange-

ments in the way we process your personal data as a means to ensure compli-

ance with any applicable laws and regulations; hence it is important that you 

check this  Policy for any updates. Any personal information we hold will be gov-

erned by the current Privacy Policy at the given time. You will be notified of any 
important amendments to this Policy.

Please note that this Policy is addressed to customers and potential customers. If 

you are a CMTrading employee, a contractor to CMTrading or a third-party service 

provider, your personal information will be used in connection with your employ-

ment contract, your contractual relationship or in accordance with our separate 

policies which are available by contacting us.

Scope

Introduction
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privacy statement or fair processing notice we may provide you with on specific 



At CMTrading we acknowledge that confidentiality and security of your personal 
data is of utmost importance to you hence we have developed specific policies 

ment of responsibilities, raising awareness and training the staff involved in data 

erned by the current Privacy Policy at the given time. You will be notified of any 
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This Privacy Policy applies to the processing activities of the following data con-

troller entities within the CMTrading group of companies and their respective 

affiliates and providers, which include:

GCMT Limited trading as CMTrading, is a Securities Dealer registered in Sey-

chelles with company registration number 8425982-1,and is licensed and regulat-

ed by the Financial Services Authority (FSA) of Seychelles with license number 

SD070. Registered office: Unit A, House of Francis, Ile Du Port, Mahe, Seychelles.

GCMT SOUTH AFRICA (PTY) LTD trading as CMTrading Registration No. 
2013/045335/07, a juristic representative and agent of BLACKSTONE MARKETING 
SA ( PTY )LTD Registration No.2010/010099/07 (FSP No. 38782). Registered office: 
14th Floor Sandton City Office Towers, 158 5th St, Sandton, 2196, South Africa.

Who Are We?
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Any reference to ‘us’, ‘our’, ‘we’ or ‘CMTrading in this Privacy Policy is a reference 

to each group company within the CMTrading Group as the context requires 

unless otherwise stated.

Similarly, any reference to ‘you’, ‘your’, ‘yours’ or ‘yourself’ in this Privacy Policy is 

a reference to any of our customers and potential customers as the context 

requires unless otherwise stated.

This Privacy Policy is addressed to legal and or physical persons who provide 

their personal data to CMTrading and/or visit and/or use CMTrading websites, 

trading platforms, software application, social media and/or any other electronic 

services (“Electronic Services”).

We encourage you to read carefully this Privacy Policy together with any other 

privacy statement or fair processing notice we may provide you with on specific 
occasions in the process of collecting or processing your personal data. It is 

important that you read this Privacy Policy so that you are fully aware of all logis-

tics regarding your personal data. This Privacy Policy supplements any and all 

other notices that we may provide you with from time to time and is not intended 

to override them, by elaborating on how. we collect, store, use, share and, in any 

other form, process your personal data and your rights during our business rela-

tionship and after its termination.

CMT Processing LTD. Registered Number HE 340325. Registered office: Triton 
Quarters, 2nd Floor, Office 202, Parallel Road to New Port Limassol, No.22, 3045 

GCMT GROUP LTD. with registration number 104785 and registered address at 



Personal data includes any and all information which an individual can be identi-

fied with and does not include any data where identity has been removed (name-

ly, anonymous data). Upon registration with CMTrading, it is necessary that we 
collect your personal data in order to comply with legal obligations such as AML 

and other regulatory requirements. By understanding your background and 

needs, we can treat you fairly, provide you with the services that best match your 

requirements, offer you appropriate and relevant information and process your 
requests in a fair and efficient manner.

As part of our business, we shall collect, use, store and transfer different kinds of 
the personal data from customers and potential customers that include the 

following:

� Identity Data such as name, surname, proof of identity, date and place of 

birth, gender, country of residence and citizenship.

� Contact Data such as billing address, delivery address, email address, tele-

phone number(s), proof of address.

� Financial Data such as annual income, net worth, source of funds, anticipated 

account turnover, bank account, bank statements, payment card details and 

copy thereof, e-wallet information.
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affiliates and providers, which include:

SD070. Registered office: Unit A, House of Francis, Ile Du Port, Mahe, Seychelles.

GCMT SOUTH AFRICA (PTY) LTD trading as CMTrading Registration No. 
2013/045335/07, a juristic representative and agent of BLACKSTONE MARKETING 
SA ( PTY )LTD Registration No.2010/010099/07 (FSP No. 38782). Registered office: 
14th Floor Sandton City Office Towers, 158 5th St, Sandton, 2196, South Africa.

What Kind Of Personal Information Do We Collect And Store?

General Risk Warning: CFDs are leveraged products. Trading in CFDs carries a high level of risk thus may not be appropriate for all 
investors. The investment value can both increase and decrease, and the investors may lose all their invested capital. Under no circum-
stances shall the Company have any liability to any person or entity for any loss or damage in whole or part caused by, resulting from, or 
relating to any transactions related to CFDs. Risk Disclaimer

CMT Processing LTD. Registered Number HE 340325. Registered office: Triton 
Quarters, 2nd Floor, Office 202, Parallel Road to New Port Limassol, No.22, 3045 
Limassol, Cyprus. All cards are processed by CMT Processing LTD. The company 

acts as internal and non-commercial payment processing agent. 

GCMT GROUP LTD. with registration number 104785 and registered address at 
Suite 108, Premier Building, Victoria, Mahe, the Republic of Seychelles, is the 

holding company of all abovementioned entities, operating in the international 

capital markets since 2012 throughout the regulated units held hereto.

Your personal data will be controlled by the relevant entity of the CMTrading 

group of companies. that provides services to or is in electronic communication 

with you. In some instances, your personal data will be controlled by and or 

exchanged between more than one CMTrading entity, as applicable.

Any enquiries with regards to the use of your personal data should be sent to 

support@cmtrading.com  
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� Professional Data such as level of education, profession, employment details, 

financial awareness and trading experience.
� Transaction Data such as details about payments to and from you, information 

on products and services you have purchased from us, deposit methods, pur-

pose of transactions with us.

� Technical Data such as internet protocol (IP) address, login data, browser type 

and version, time zone setting and location, browser plug-in types and ver-

sions, operating system and platform and other technology on the devices you 

use to access CMTrading website and Electronic Services.

� Profile Data such as your username and password, purchases or orders made 

by you, your interests, preferences, feedback, survey responses.

� Usage Data such as information about how you use our website, products, 

services.

� Marketing and Communications Data such as your preferences in receiving 

marketing from us and any third-party companies on our behalf and your 

communication preferences.

� Sensitive Types of Personal Data such as information about criminal convic-

tions and offences.

We also collect, use and share aggregated data such as statistical or demographic 

data. Non-personal data may be derived from your personal data but is not con-

sidered personal data for the purposes of law as such does not directly or indi-

rectly reveal your identity in any way whatsoever. For example, we may aggregate 

your usage data to calculate the percentage of users accessing a specific website 
and the Electronic Services feature. However, if we combine or connect aggregat-

ed data with your personal data in a way that, either directly or indirectly, identi-

fy you we treat the combined data as personal data which will be used in accor-

dance with this Privacy Policy.

We use cookies to store and collect information about your use of our Website.

Cookies are small text files stored by the browser on your equipment’s hard 
drive. They send information stored on them back to our web server when you 

access our Website. These cookies enable us to put in place personal settings and 

load your personal preferences to improve your experience. You can find out 
more about our cookies on our “Cookies Policy” available on our Website.
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We also keep records of your trading behavior, including a record of:

� Products you trade with us

� Historical data about the trades and investments you have made, including the 

amount invested

� Your preference for certain types of products and services

We are required by law to identify you, if you are opening a new account or 

adding a new signatory to an existing account. Anti-money laundering laws 

require us to request, verify and record details of certain documents (i.e., photo-

graphic, and non-photographic documents) to meet the standards, set under 

those laws. Identification documentation, as required under anti-money launder-

ing legislation or other legislation relevant to the services we provide to you, 

which includes but not limited to:

� passport;

� driver’s license;

� national identity card (if applicable);

� уtility bills;
� trust deed (if applicable);

� a credit check on the individual; 

� source of funds;and/or

� any other information/documents that we may consider necessary and rele-

vant to our functions and activities.

If you are a corporate client, we are required to collect additional information 

which includes but not limited to:

� Corporate documents such as Registration Certificate, Registers;
� Source of funds;

� Activity/ies involved in; 

� Jurisdictions regulated or active in;

� Shareholders, directors, officers, beneficial owners including additional per-

sonal information on the Beneficial Owners, Shareholders and Directors.
 

We have the right to ask any additional information we deem necessary to be 

compliant with our legal and regulatory requirements.

We obtain this information in several ways through your usage of our services, 

products, websites, the account opening applications, our demo sign up forms, 

webinars, sign up forms, website cookies and similar tracking technology built 

into our Websites and Apps, subscribing to news updates and from information 

provided in the course of our ongoing relationship.
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For What Purposes We Shall Process Your Personal Data

We may use your personal data for the following purposes ("Permitted Purposes"), 

based on the following legal grounds:

� to enter into or perform our contractual obligations towards you;

� to be compliant with the legal and regulatory requirements; 

� to pursue our legitimate interests.

� for marketing purposes with your consent.

Such consent shall be freely given by you and you have the right to withdraw your 

consent at any time by contacting us using the contact details set out in this Privacy 

Policy or by unsubscribing from email lists.

We will use your personal data for the purposes for which we collect it, unless we 

reasonably consider that we need to use it for another reason and that such reason is 

compatible with the original purpose and the law (in which case your knowledge or 

consent for use thereof is not required). If you wish to get an explanation as to how 

compatibility of the reason and the original purpose is determined, please contact us. 

If we need to use your personal data for an unrelated purpose, we will notify you 

accordingly and explain the legal basis which allows us to do so. Please note that we 

may process your personal data, where this is required or permitted by law.

General Risk Warning: CFDs are leveraged products. Trading in CFDs carries a high level of risk thus may not be appropriate for all 
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We may also collect this information about you from third parties either through 

bought-in third party marketing lists, publicly available sources, social media 

platforms, introducing brokers and affiliates, bankers and credit card processors, 
subscription-based intelligence databases and other third-party associates.

We may ask for other personal information voluntarily from time to time (for 

example, through market research, surveys, or special offers). If you choose not 
to provide the information, we need to fulfil your request for a specific product or 
service, we may not be able to provide you with the requested product or service.

We may record any communications, electronic, by telephone, in person or other- 

wise, that we have with you in relation to the services we provide to you and our 

relationship with you. These recordings will be our sole property and will consti-

tute evidence of the communications between us. Such telephone conversations 

may be recorded without the use of a warning tone or any other further notice. 

Any such records can be provided to you upon request at the same language as 

the one used to provide services to you.

notifications through your online account portal and sms notifications including push 
notifications. You have the right to opt out by using your online account portal or by 
sending an email to customer support:
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The channels used for such communications may include calling you, sending emails, 

notifications through your online account portal and sms notifications including push 
notifications. You have the right to opt out by using your online account portal or by 
sending an email to customer support:

support@cmtrading.com 

by using the registered email address you disclosed to us, in case you do not have 

access to your online portal account, or one has not been provided to you for any 

reason.

Management Of Personal Information.

We are committed to safeguarding and protecting personal data and will imple-

ment and maintain appropriate technical and organizational measures to ensure 

a level of security appropriate to protect any personal data provided to us from 

accidental or unlawful destruction, loss, alteration, unauthorized disclosure of, or 

access to personal data transmitted, stored or otherwise processed.

We require organizations outside the CMTrading Group who handle or obtain 

personal information acknowledge the confidentiality of this information, under- 
take to respect any individual’s right to privacy and comply with all relevant data 

protection laws and this Privacy Policy.

In brief, the data protection measures we have in place are the following:

� Train our employees who handle personal information to respect the 

confidentiality of Customer’s information and the privacy of individuals
� Require our employees to use passwords and two-factor authentication when 

accessing our systems;

� Apply Chinese walls which enables employees only have access to the personal 

data required for the purposes of the tasks they handle.

� Apply data encrypting technologies during data transmission during internet 

transactions and client access codes transmitted across networks

� Employing firewalls, intrusion detection systems and virus scanning tools to 
protect against unauthorized persons and viruses entering our systems;

� Using dedicated secure networks or encryption when we transmit electronic 
data for purposes of outsourcing;

� Practicing a clean desk policy in all premises occupied by us and our related 

bodies corporate and providing secure storage for physical records; 
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� Employing physical and electronic means such as access cards, cameras and 

guards to protect against unauthorized access; and

� Limiting access to the clients’ personal data to those employees, agents, con-

tractors and other third parties who have a business with them and need to 

know, only process clients’ personal data on the CMTrading’s instructions and 

are subject to a duty of confidentiality.

Who We Share Your Personal Data With And In What Circumstances?

We may share your Personal Information in the following circumstances:

We may share your Personal Information between CMTRading Entities on a confi-

dential basis as allowed by applicable law or where required for the purpose of 

providing products or services and for administrative, billing and other business 

or ancillary purposes. A list of Entities and the countries in which each is located 

can be found in the first section “who we are”.

We may instruct service providers in or outside CMTrading, domestically or 

abroad, to process personal data for the Permitted Purposes on our behalf and in 

accordance with our instructions. CMTrading requires these service providers to 

enter into relevant agreements with CMTrading as such may be required by appli-

cable laws that govern the use of any information that they receive from us. 

These agreements prohibit the service provider from using information of CM-

Trading clients other than for the purposes for which such was provided or dis-

closed. In accordance with applicable legislation, CMTrading will retain control 

over, remain responsible for your personal data and use appropriate safeguards 

to ensure integrity and security of your Personal Information when engaging 

service providers.

We may share your personal data with companies providing services in the areas 

of fraud and crime prevention and with companies providing similar services, 

including financial institutions such as credit reference agencies and regulatory 
bodies.

We may share your personal data with companies providing services in the areas 

of IT, trading platforms administration, translation of documents, support of 

clients, marketing, promoting our services and products, external and internal 

audit, cloud storage, payment services and banks.



We hold personal information in a combination of secure computer storage facili-

ties and paper-based files and other records and take steps to protect the per-

sonal information we hold from misuse, loss, unauthorized access, modification 
or disclosure.

When we consider that personal information is no longer needed, we will remove 

any details that will identify you or we will securely destroy the records.

We will retain your personal data for as long as necessary to fulfil the purpose we 
collected it for, including the purpose of satisfying any legal, accounting or 

reporting requirements. In order to determine the appropriate retention period 

for your personal data we consider, among others, any statutory or regulatory 

retention periods, the amount, nature and sensitivity, the potential risk of harm 

from unauthorised use or disclosure, the purposes for which we process it and 

whether we can achieve those purposes through other means, applicable legal 

requirements etc.
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We may share your personal data with third parties to whom we may choose to 

sell, transfer, or merge parts of our business or our assets or of CMTrading Enti-

ties; additionally, we may seek to acquire other businesses or merge with them.

We may disclose information about you to any depository, stock exchange, clear-

ing or settlement system, account controller or other participant in the relevant 

system, to counterparties, dealers, custodians, intermediaries and others where 

disclosure is reasonably intended for the purpose of effecting, managing or 
reporting transactions in connection with the provision of our services or estab-

lishing a relationship with a view to such transactions.

Consistent with applicable law, we may share your personal data with courts, law 

enforcement authorities, regulators or attorneys or other parties for the estab-

lishment, exercise or defense of a legal or equitable claim or for the purposes of 

an alternative dispute resolution process.

Generally, we will only disclose your Personal Information when you direct us or 

authorize us to do so, when we are allowed or required by applicable law or judi-

cial or official request to do so, or as required to investigate actual or suspected 
fraudulent or criminal activities.

How Do We Store Personal Information And For How Long?
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Personal data provided by you, as a prospective client during account opening

registration, will be maintained for three (3) days unless  it is required by the law, 

to keep it for a prolonged  period of time, in the event that the registration was 

deemed incomplete or the account opening application was rejected,.

Where you have opted out of receiving marketing communications, we will hold 

your details on our suppression list so that we know you do not want to receive 

these communications.

The data that we collect from you may be transferred to, and stored at, an out-

side the European Economic Area (“EEA”). It may also be processed by staff oper-

ating outside the EEA who work for us or for one of our suppliers or Affiliate 
companies. We will take all steps reasonably necessary to ensure that your data 

is treated securely and in accordance with this Privacy Policy.

Whenever we transfer your personal data, we ensure a similar degree of protec-

tion is afforded to it by implementing at least one of the following safeguards:

� We will only transfer your personal data to countries that have been deemed 

to provide an adequate level of protection for personal data;

� In the absence of an adequate level of protection, we will transfer your per-

sonal data provided one of the legal safeguards is in place and if they provide 

adequate level of protection to personal data, so we have put in place appro-

priate data transfer mechanisms  such as  applicable standard contractual 

clauses, binding corporate Legislations and directives issued, the EU-US Priva-

cy Shield, or any other equivalent applicable arrangements, to ensure personal 

data is protected.

If you would like a copy of such arrangements, please contact us using the con-

tact details below.

If you instruct CMTrading  to cease using or processing your personal data, CM-

Trading has the right to terminate any existing services to you immediately (or 

within a reasonable time, as determined by CMTrading).



Please note that these rights do not apply in all circumstances.

You are entitled to:

a. request access to your personal data (commonly known as a “data subject 

access request”);

b. request correction of the personal data that we hold about you;

c. request erasure of your personal data. Note, however, that we may not 
always be able to comply with your request of erasure for specific legal rea-

sons which will be notified to you, if applicable, at the time of your request;
d. object to processing of your personal data where we are relying on a legiti-

mate interest (or those of a third party) and there is something about your 

particular situation which makes you want to object to processing on this 

ground as you feel it impacts on your fundamental rights and freedoms. You 

also have the right to object where we are processing your personal data for 

direct marketing purposes. In some cases, we may demonstrate that we have 

compelling legitimate grounds to process your information which override 

your rights and freedoms;

e. request restriction of processing of your personal data. This enables you to 

ask us to suspend the processing of your personal data in the following sce-

narios:
if you want us to establish the data’s accuracy;

where our use of the data is unlawful, but you do not want us to erase it;

where you need us to hold the data even if we no longer require it as you 

need it to establish, exercise or defend legal claims; or

you have objected to our use of your data but we need to verify whether we 

have overriding legitimate grounds to use it;

request the transfer of your personal data to you or to a third party and/or 

right to data portability allows you to obtain and reuse your personal data for 

your own purposes across different services. It allows you to move, copy or 
transfer personal data easily from us to another service provider in a safe and 

secure way. We will provide to you, or a third party you have chosen, your 

personal data in a structured, commonly used, machine-readable format. 

Note that this right only applies to automated information (i.e. not to hard 
copies) which you initially provided consent for us to use or where we used 

the information to perform a contract with you; and

withdraw consent at any time where we are relying on consent to process 

your personal data.

CMTrading | Privacy Policy Page 13 of 15

General Risk Warning: CFDs are leveraged products. Trading in CFDs carries a high level of risk thus may not be appropriate for all 
investors. The investment value can both increase and decrease, and the investors may lose all their invested capital. Under no circum-
stances shall the Company have any liability to any person or entity for any loss or damage in whole or part caused by, resulting from, or 
relating to any transactions related to CFDs. Risk Disclaimer

Your Legal Rights

f.

√

√

√

√

g.



We have put in place procedures to deal with any suspected personal data breach 

and will notify you and any applicable regulator of any breach where we are 

legally required to do so. If you require further information on how we deal with 

a data breach please contact us. 

If you have any questions which have not been covered in this Privacy Policy, any 

further concerns regarding the use of your personal data or any complaints as 

regards to this Privacy Policy and about use of your Personal Information you can 

reach out to us using the contact details available on our website or send an 

email to support@cmtrading.com, using the registered email address you dis-

closed to us.

We try to respond to all requests within 1 (one) month. Occasionally, it may take 

us longer than 1 (one) month if your request is particularly complex or you have 

made a number of requests. In this case, we will notify you within 1 (one) month 

of the receipt of your request and keep you updated.

If your complaint or concern is not resolved, you can contact the office of the 
data protection authority of your home country via their website.
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Please complete the personal data request by email using the registered email 

address you disclosed to us, to the following email address:
support@smtrading.com

We may charge you a reasonable fee when a request is manifestly unfounded, 

excessive or repetitive, or we receive a request to provide further copies of the 

same data. In this case we will 

send you a fee request which you will have to accept prior to us processing your 

request. Alternatively, we may refuse to comply with your request in these 

circumstances.

We may need to request specific information from you to help us confirm your 
identity and ensure your right to access your personal data or exercise any of 

your other rights. This is a security measure to ensure that your personal data is 

not disclosed to any person other than you. We may contact you to ask for infor-

mation in relation to your request to speed up our response.

What If You Have A Query Or A Complaint?

Personal Data Breach



RISK WARNING:

Trading Foreign Exchange (Forex) and Contracts for Differences (CFD’s) is highly speculative, 

carries a high level of risk and may not be suitable for all investors. You may sustain a loss of 

some, or all, of your invested capital. Therefore, you should not speculate with capital that you 

cannot afford to lose. You should be aware of all the risks associated with trading on margin.

Email:

support@cmtrading.com


